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soc1ety much rmtmg press, radio or However, what makes
technology uni tit's so intertwined j esthat it's unavoidable.

Technolo

The goal of this rese

technology your family uses. It will also help you understand and navigate

e is to encourage you to stop and think about the

the pitfalls of today's most popular digital platforms and games. Technology
will capture our children’s attention. As parents, we need to educate and
support them in developing healthy technology habits. God, through His
Word, tells us to be attentive, be authentic and pursue unity with one another.

That's great advice on how to live—and how to act in our use of technology.
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@y son was 11 when he first asked, “Can I have a cellphone?” Then he
l” quickly added, “Most of the kids in my class have one.”

Statistics show the average age a child receives a smartphone is 10! I knew
my son was not yet ready for the onslaught of information and decisions
that come with owning a mobile device—most kids aren’t. Convincing them

of this fact can be a challenge, but it's a challenge worth accepting.

The online world seems to become more enticing every day. With more
immersive gaming and new social media outlets, it's also more addictive.
Fifty percent of teens surveyed by Common Sense Media in 2016 admitted

to being addicted to their mobile devices.?

As a counselor, [ interact with parents who have questions about t
use for their kids. Many wonder if it's OK to give a toddler a ¢
tablet, or to allow their school-age children to have their ow
They ask if it's wise to allow their middle schooler to h

bedroom or sign up for social media accounts

Personal technology certainly adds complic

of raising kids. That's why it’s important to a

Effective Parents.

A TOOL LIKE A

Technology by itself§sn't g il. It's a tool, just like fir wer
saw. Today's technol rce our lives or @duse serious’damage. In
order to keep your childremsafe, it's important ts to recognize how

mobile devices t a child’s brai

It is obvio h companies want to a y devices as possible.

s. They pay close attention

Dopamine is a po eurotransmitter that helps us pay attention, be

motivated and remember what we like or dislike. I believe it is no accident
that tech companies design their products to increase the release of
dopamine into the reward and pleasure pathways of our brains. The user
feels rewarded by the interaction with the phone or other technology and

wants to continue using it—to always be looking for that next spike.*

God designed our brains to experience reward and pleasure. But without
limits and intentionality, the release of dopamine can cause unhealthy

dependencies or addiction. It's sort of like having a wallet full of money.

bo\&s and gir?s
In recent years, the Pew
Research Center has revealed
that boys are much more likely
to talk with their friends while
playing online video games than
girls.3 They also found that girls
are more likely than boys to talk
with their frien social
media ch s one calls.
in r can
igure in an

ile a girl who

5 90/0

OF TEENS VIDEO CHAT
WITH THEIR FRIENDS.

/2%

OF TEENS SPEND TIME
WITH FRIENDS VIA
SOCIAL MEDIA.

Source: Pew Research Center“Teens, Technology and Friendships”
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We may start the morning with lots of cash, but we spend it throughout

the day. If we spend it too quickly or make poor decisions, there are
consequences. In the case of dopamine, these technology-triggered spikes
could make us less attentive, motivated and emotionally stable. Other things
can become boring and mundane. Regular life cannot compete with the

“thrill” of social- and entertainment-related technology.

Over time, people can get hooked on the stimuli that cause rushes of dopamine.
And the flashy, glowing world available on every mobile device certainly
creates enticing feelings of escape and excitement. Through widespread use

of technology, our culture has been trained to behave differently than past
generations: Attention spans are now much shorter than they once were, d

many scan for information instead of reading it.

PARENTS CAN HELP REIN IN THE ONLINE W
THROUGH USE OF TECHNOLOGY-FILTERIN
RECENT STUDIES REVEALED THAT

and mo: rlng SO tware

ONLY 270/0 of parents use online fil

WISE LIMIT

I have found tha

-year-old son when he asked

ing with this reality.

very little perceivee ential loss. As you work through the “when can I get
a cellphone?” conversation and other technology issues, help your children

understand these principles:

+ Technology is not bad, but you have to be ready for it. Our
family’s goal is for children to be trained in how to use technology

with supervision, to help us prepare for healthy use of technology.

+ The brain is vulnerable to the quick distraction that technology
offers. But this distraction robs the brain of amazing, imaginative

moments. Boredom can be a gift. When the brain isn't being

’CL\@ brain
mw? 'tlr\a mma?

There is a real difference
between the brain and the
mind. The brain is a physical
organ that processes what
comes in through our five
senses and helps
maintaining our, ic
bodily funetiBnsiOur minds
are diff

nt.‘Qur personalities,

ision-making
our minds.
love Him with all

eart, soul and mind

\_ e 10:27). Let's help our
\ ids learn to train their mind

in this age of ever-changing

technology.
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actively stimulated and distracted, it is an incredible opportunity

for kids to be creativel!

The mind needs moments of serenity to think, process and
perceive. Technology makes it hard for the mind to be still. Discuss
what Scripture says about stillness: the importance of quiet
moments in our relationship with God and others. Explain that
people who use social media on a regular basis are more prone

to anxiety, depression and stress.’

To play smart you must guard your heart (Proverbs 4:23). Assure

TECH DEVICES ARE FINDING THEIR WAY IN

STUDY TIME FOR TEENS AND TWEEN

WATCH TV

your kids that you are committed to helping them with all
vigilance. The benefits of guarding your heart far outweigh t
rush that can be found on a mobile device. :

USE SOCIAL NETW.

‘ @
Sleep is cgitica Xbrain. Many kid
are no epl ough becaus

nigh

boundaries

use late into the

for face-to-facaieonnections and loving and respectful touch.
A child’s brain mirror neurons (see next page) need to have face-

to-face contact to help them learn how to interact with others.

Time limits are necessary because our brain can easily lose

its awareness of time. Time is precious and given to us by God.
Technology can cause us to lose track of time, which results in
responsibilities being overlooked and relationships neglected.”

We need to help our kids learn to live in the present.

music to owr emr%??

Listening to music can be
beneficial for some kids as
they do their homework. But it
depends on what music, what
the child is studying and the
child’s sensitivity to noise. For
most students multitasking
leads to a loss of

comprehé&hsion

“Nearly twe-th f teens tell

us they don'tithink watching
texting while doing

ork makes any difference
r ability to study and

arn, even though there'’s
more and more research to the
contrary,” says James Steyer,

CEO of Common Sense Media.

If your child says she can
study and be on her phone, go
through this checklist:

v~ What is being watched or
listened to?

V" Is homework taking longer

to complete?

v~ How are your student’s

grades at school?

If you're satisfied with the
answers to these questions,
then your child may not have
to change her study habits. But
if your child isn't performing
to her potential, help come up

with a new study plan.
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the brain and technology

YOU AND TECHNOLOGY

As parents, we have an opportunity to model healthy technology use
through our phones, computers and tablets. When we tell our kids not to
use their phones at the table, but then use our devices, our actions can

become a point of contention and ongoing conflict.

Sometimes parents and kids are on a journey together to break free from
the stronghold of technology. | once met with a dad trying to help his

teen son break free from video game addiction. This dad was a computer
programmer who spent a lot of time gaming online. He saw computer games

as his escape from physical and emotional pain.

This resulted in the dad not being as connected as he could have b
his kids. His son also turned to video games—finding power, belonging

&

competence in an online world. He felt inadequate and inferi

with his peers, so he gravitated toward where he felt a senseyo

&

If technology is a distracti
to fix the problem?

2. What capture? u ent

nontech examgples!

3. Is technolo ing you

yOU"

r together or is it creating

family?

PARENTAL LIMITS C

75% 71% 68% Bl%

OF PARENTS PLACE OF PARENTS PLACE
TIME LIMITS ON TIME LIMITS ON TIME LIMITS ON
VIDEO GAME INTERNET MOVIE

TV
PLAYING USAGE VIEWING VIEWING

OF PARENTS PLACE
TIME LIMITS ON

OF PARENTS PLACE

Source: Entertainment Software Association

er\afc are
miryor neWrons

Have you ever seen little boys
come out of an action-packed
movie ready to take on the
world? Mirror neurons in

our brains cause us to mimic
behaviors that are.observed.®
These neurons
how we leatfi’an
with ot

As infants b

to learn, they

. Kids continue
g what they see
er on TV, online or with

\eop|e. For instance, a youth

basketball team can watch
videos of players and envision
themselves doing plays that
they aren't physically practicing.

These neurons also help us
empathize. The more these
neurons are exposed to
consuming content rather
than connecting with people,
the more we are disposed to
being a “consumer” of people.
Our brains gradually begin to
interpret others’ value through
the question of how useful they
are, rather than how precious
they are in God's sight (see
Ephesians 2:10).

tilo\.

The easiest way to limit app time
and also supervise TV and movie
viewing on your kids' devices is by
using a parental control software
called Forcefield. Check them out

for free at Fotf.Forcefield.me.
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video games and your Kids

BY BOB HOOSE

FOCUS ON THE FAMILY, PLUGGED IN EDITOR

.' et’s start with a simple fact: Video games are not toys!

The average gamer, who plays three or more hours a week, is 35 years old.!
(Yes, you read that correctly.) Game manufacturers are motivated by profit.
So they aren't all that concerned about the kids in the audience. They crank

out sleazy, blood-gurgling new video games because they make money.

As a parent, this may make you angry. But grasping this fact will help you
determine how to best handle video games in your home. Plus, it'll help
bolster your argument when your kids come begging for the new, cool game

that all their friends are playing.

Now, if you're the old-school sort who still thinks of Mario or Ms. Rag:Ma
when you hear someone talk about video games, then you're p ly

need of a quick course on video games.

GAME TYPES AND THE SP

There are fighting games, shooting games,

horror games, interactive novels, simulation

based teaching games. And that's just

tip of the iceberg. Mafly ot

types of online or offline games ca lots and lots of jpa

Internet-connected role-playin

multiplayer online role-playi m
players at the same dime.

Then there's competfitiveWideo gaming. eSports is oming industry. Fans

fill stadiums or h ‘onli vhote
their strate buttén-crunching s % |

h p

lly sharpened

at a football game, as

ttle games, such as League

the eSports-relaied gambling from a fan base of 400 million people.?

What's that got to de

show that eSports lovers and participants are overwhelmingly a young

th young people in your household? Well, statistics

crowd. And as the media and tech giants increasingly get involved in the
sporting side of things, they are challenging developers to build new titles
with eSport-friendly features. “Come on in, kids, the gaming water is fine,”

they seem to be saying.

Even if your kids aren't being drawn into competition, any aware mom or
dad needs to realize that, with an ever-growing selection of game types and

an ever-more high-tech set of gaming consoles, game makers are stretching

WOMEN |8 OR OLDER
REPRESENT A SIGNIFICANTLY
GREATER PORTION OF THE
GAME-PLAYING
POPULATION THAN

BOYS AGE 18
OR YOUNGER

[8% 3%

Source: Entertainment Software Association

OF AMERICAN
HOUSEHOLDS

Source: Entertainment Software Association

tennis avm(urom’]

The idea of video gaming started
in the early 1970s with simple
bounce-a-ball games like Pong.
These days games cover just
about every combination of
activities or genres you can

imagine.

TOTAL CONSUMER SPENDING
ON VIDEO GAMES 2016

DOLLARS IN BILLIONS

ACCESSORIES HARDWARE

TOTAL

$30.4

BILLION

CONTENT

Source: Entertainment Software Association
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video games and your Kids

the boundaries of what they can create. Sexuality is being pushed. Violence
is being glorified. Today's first-person shooters showcase graphic violence.
And some gruesomely torturous games have even gone so far as to reward

points for prolonging a digital victim's agony.

EVERYONE

E

CONTENT RATED BY

Now maybe you're wiping your brow and thinking, Thank goodness consumers ESis

ESRB RATINGS

can make informed choices with all those Entertainment Software Ratings
Board (ESRB) rating codes. Well, think again. The ratings aren't the solution.

EVERYONE 10+
fo

Yes, those warning labels on video games—eC (early childhood), E (everyane),
E10+ (everyone over 10), T (teen) and M (Mature)—can be helpful. But theyke

still just the opinions of a small group of assigned evaluators.?

A Maryland mom noted in a Fox News article that the ESRB
always line up with her values. She didn't notice much i

games. But once her oldest child, who's now 14,
was shocked at the content. “Even though a
rating, which technically could be acceptab

be things in the game I just don't want him t

That's the spot-on truth. Just as with th

foolprootf. Unsavory content can ea

MATURE 17+
o

Besides, let’s be honest, as P
more grisly, the “coolbfact

titles isn't as difficult
V1

continue to think of

e@lses. Finding even the
m—especially e so many parents

games as toys for the

: addictiveness, studies that study how all the
nothing definitive has really been produced.

Some standouts include:

+ The American Psychological Association. Researchers concluded
violent video gameplay was linked to increased aggression in players,
but there was no link between playing violent video games and

criminal violence?®

+ The American Academy of Pediatrics (AAP). Researchers found
moderate gameplay that didn't dominate free time could lead to pro-

social behavior and lower levels of peer problems?

EARLY CHILDHOOD
CONTENT IS INTENDED FOR
YOUNG CHILDREN.

EVERYONE

CONTENT IS GENERALLY
SUITABLE FOR ALL AGES.
MAY CONTAIN MINIMAL
CARTOON, FANTASY OR
MILD VIOLENCE AND/OR
INFREQUENT USE OF MILD
LANGUAGE.

+
NERALLY
R AGES IO AND
ORE
, FANTASY OR

CONTENT IS GENERALLY
SUITABLE FOR AGES 13 AND
UP. MAY CONTAIN VIOLENCE,
SUGGESTIVE THEMES,
CRUDE HUMOR, MINIMAL
BLOOD, SIMULATED
GAMBLING AND/OR
INFREQUENT USE OF
STRONG LANGUAGE.

MATURE

CONTENT IS GENERALLY
SUITABLE FOR AGES 17 AND
UP. MAY CONTAIN INTENSE
VIOLENCE, BLOOD AND
GORE, SEXUAL CONTENT
AND/OR STRONG
LANGUAGE.

ADULTS ONLY
CONTENT SUITABLE ONLY
FOR ADULTS AGES 18 AND
UP. MAY INCLUDE
PROLONGED SCENES OF
INTENSE VIOLENCE,
GRAPHIC SEXUAL CONTENT
AND/OR GAMBLING WITH
REAL CURRENCY.

Source: Entertainment Software Ratings Board
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video games and your Kids

The AAP also put out this statement about kids' media use of all types:
“Pediatricians and other child healthcare providers can advocate for a
safer media environment for children by encouraging media literacy, more
thoughtful and proactive use of media by children and their parents, more
responsible portrayal of violence by media producers, and more useful and

effective media ratings.””

There's a lot of common sense and truth packed in there.

WHAT TO DO?

So, what then does all this mean for the average parents who want to
do the right thing by their child? For all the dangerous and destructive

video games, there are plenty of titles your family may enjoy. Siftin

that's bound up in their inner workings.
Here are some suggestions:

1. Talk it out. Make sure yot ki
standards are. Let th
spotlight on y@ur fa
actors. Sit dow;, nd write out

comes to videdgames, Set time limits o

children for an hour or less

and with'life than kids

m anbe addictive.

3. Make it soc
and keep plen

the play out in the open, buy multiplayer games
of controllers handy. Allowing gameplay in a
bedroom is the video game equivalent of inviting monsters to set up

residence in the closet.

4. Play along. Knowledge is power. The more you know about these
games the easier it is to give something a yea or nay. There are plenty
of games that parents and children can enjoy together. So get in there

and give it a try.

be Jct\e/ \ammvd?

The Bible says to “train up a child
in the way he should go; even
when he is old he will not depart
from it” (Proverbs 22:6). That
training should cover all areas of

your child’s life. Ask yourself:

1. What areas d, d to pay
attentign to itfeomes to
techno&

2. What would e me a more
au ti

rent?
Gred

but Pluggedin.com, Focus
Family’s online source

L 4
ol
video game, movie and TV

reviews. Millions of parents use
this website every month to learn
more about popular culture and
technology.

67%

OF PARENTS
PLAY VIDEO GAMES WITH
THEIR CHILDREN

fami? amin

If you're{oﬁg to haé video
games around, experience them
with your kids. It's a bonding
activity and keeps you in touch
with what's being played on the
console. Plus, it's a good way to
make sure that things stay fun
and playful.
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s ome teens spend upwards of nine hours a day on social media.

Nearly a quarter say they're online almost constantly.

It's impossible to overestimate the importance of social media to most of our
kids. So in many families, it's unrealistic to ask teens, particularly older teens,
to forgo social media entirely. Much of their lives are lived online. It's how
they connect with friends to make plans, coordinate schedules and share

their dreams. That realization is perhaps the first and most important step

in learning how to encourage your teens to use those networks safely and

in moderation.

And social media, at least by some measures, may have an unexpecte

upside. Rates of teen sexual activity, drug use and alcohol abuse have bagn

steadily dropping for years. Some experts credit social media for kee

teens relatively safe and sound at home

gem’cion
But social media has swapped one set of dangers for a ¢
years ago, even adolescents in a big city woul \ X@%OYW@ i&@/h
pornography. 'Today it's accessible Wlt.h just .' hes b@ih - 'tL\@
and girls passing notes to each other in clas exting. And while 3
it's easy to connect with friends online, it's eq to connect wit briy\L D-F -t-k@

worst mw’m?—km?’clr\

y
teens' social networking, they ha credible amouf i e o crisis In X@D&LX@%
how their children t%nk a ial media. According to esearch
Center, “Parents are often cited source vice andithe biggest psychology professor and
n

m
influence on teens’ & ing of appropriate inappropriate digital author Jean Twenge wrote in
behavior." ? The Atlantic.
But to wie@ﬂuenoe, parents first Rave what's out there. \‘% ILOL\ U'F 'tkl%
Aeterioration can be

S G AMONG TEENS traced to their phones.

o -
12% 20%
12- to 17-yearolds
Nearly 20 percent
have received such
messages.

have sent a sexua”y
exp|icit image
or text.

Source: Cyberbullying Research Center
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soclal meaia

THE SOCIAL MEDIA “STREAM”
The world of social media is a little like a fast mountain stream. If you dip in
your toe, then dip it again, the stream may look the same, but the water you @

touch the second time is wholly different than what it was before.

New sites and services pop up all the time. The sheer volume of services

can be dizzying. But even in this ever-changing world, there are some

|n9’mgmm is tt\e worst

sites that have remained relatively popular over the last few years. (Note:

Technically, children are required to be at least 13 years old before using gooia,? maav'm, V\@'UNDYI‘
almost any social network, though most services don't make it too hard to 1C
skirt those restrictions.) oF ment e
. : . a g
Snapchat: Snapchat is the big dog when it comes to teens. Nea
80 percent of youth between the ages of 13 and 24 use it. It's : W Ao 1] o-to—ba,gzj
most notorious because what's posted automatically “disapy i ’
thereafter. Lots of teens like this feature because it alleWsith 5 i TS @ ga‘c% FDIW{T%
or awkward with no lasting record—making it agi _F !
) ) Nor e ’GXFTG%QWV\
face-to-face interaction. But because pos

Snapchat is a favorite app for those who ® a,MV %@?‘F’i&? @V\'ti'tld',

itis m?&o associated

with L\lgk ?@V@YS« of

‘disappearing” posts don't always disappea

allow them to live forever.®5

Facebook: About 2 billion p
surprise that three out of fe

only amxie/’ctt, X@\omwiov\,
with friends, but Raren & .
some safeguards t ki ts to check buwkarw\g M\&? FD%D,
their children’s profiles‘@nd post history. But tha sn't mean it can't be »
‘ or ‘tlr\@ fwx oqc
misused.®5
. . I/
mx%mg out.
edent polls sugg C teens and young adults
ike Snapchat, 1 oto- and video»sharing Source: Royal Society of Mental Health, 2017 survey

intergenerational appeal. Also like

acebook, it tries to rem ude images when someone tries to post them.?

wn for its short, 280-character missives
also allows users to post pictures. Everyone from
nects with their peeps via Twitter, making it a
sometimes surprigidely newsworthy outlet. Twitter is, by default, a public
forum, making contact with strangers not just possible, but almost a given.
And because of its open nature, experts warn that users open themselves
up to bullying, harassment and damaged self-esteem. Moreover, foul

language and adult topics are common and nudity is allowed.**

Tumblr: This service is sort of a cross between a blog and Twitter.
Upward of 550 million users post their thoughts and art every month.

It's very popular with budding artists and writers, who share their work

© 2018 FOCUS ON THE FAMILY @



'soclal media

with like-minded masses. But you don't just find art on Tumblr: You can

easily find porn, too, not to mention posts that can encourage violence Wda\d&f S«UOida?
or self-harm.*? m@}id« ﬂv'FF@U't
Musical.ly: Musically is filled with singers, songwriters and lip-syncing W\,@y\‘m,z M‘LJ’\
@ teens performing for anonymous “fans.” While some of the videos can be et
quite creative, others can be objectionable, raunchy and profane. And
because users tend to want to draw in the largest possible audiences, that 2. It triggers sadness.
can lead to inappropriate actions.* 3. Comparing our lives with
others is me healthy.
Messaging Apps: These include services like WhatsApp (the most
@ popular) and Kik (the most notorious). Many teens use messaging appsio o
share texts, photos and videos with their friends without limits, b 5. 3
m there's little way for parents to monitor just what's being co ted. sn't to greater
These services may also open the door to communication ers. cuvity.
Some users solicit underage kids for illicit photos or gh Kik '3 Pt i 111 S
has promised to wipe its service clean of us o onvigted of
crimes related to child abuse,” it's hard to determine tI cess of \
those efforts®” \
{ ' ' Live-Streaming Apps: Heard of Hofiseparty, Live.ly (an offsiot
. ™ o Musically), YouNow or Live.me all under this netwerkin
e umbrella. Houseparty allow ens to con o
. (as many as eight at a ti unmoderated g .
Lively, Live.me aggd Yo ilitate public, live-strea ideo.
Teens who watch d to sexual ¢ t and lots'of
. swearing. Teens Xdcast often do so to strafigers, who may
@ make inapp 1 equests.
60%™ SEXTING TRENDS BY GENDER
0% W Teen Boys
40% B Teen Girs

communication. Ta your young 30%

children and teens about the dangers of .~
0

these online worlds and how they can

distract us from what God has for us. Make 10%

sure that you're in the know about what

networks they're using (or would like to use). Say they have Have sent sexual ~ Say it's common for Felt pressure
They need to understand that you have sexted images messages via text,  sexts to be shared from the opposite
to approve of whatever social media they of themselves email or messaging with someone else sex to sext

utilize: You're in control. Just as you wouldn't
Source: GuardChild.com
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soclal media

want them driving off with your car without permission, neither should they

head into these sometimes dangerous social networks without your say-so.

You can find Christian alternatives to the popular social networking sites,
as well. MyPraize may offer the most flexibility right now: It boasts parental
filters, customizable templates and even a Facebook interface. GodTube
offers a YouTube-like experience with an obviously Christian bent,
particularly in terms of its impressive collection of music videos. Cross. TV
claims to have “the world’s largest library of Christian media content from
around the world.” But obviously, the world of social media is constantly
churning. The popularity of these sites will wax and wane, and other sites

will replace them ®

Whether you use one of these alternatives or stick with the more

If at all possible, make sure that all online ¢

home's public spaces—no bedrooms and no

Discuss with your children what a Chri
would look like. Ask them to explai

controlled by social media and

technology. Where do they e

There's no foolproof‘w tajprotegt your teen fr
media pothole. But Nus to pass down wi

It's a little like

to our children.

es and do
everything g with a little foresight
lots of communicati ur teens, you can shrink

ething does go awry, those

RAGE AMONG TEENS

| D'\gita| screen time (computers, tablets, and smartphones) is devoted
to passive consumption (watching, |istemng, or reading)

W Interactive content (p|aying games, browsing the web)
m Communication (socia| media, video—chatting)
m Content creation (writing, coding, or making digita\ art or music)

[ ] Other

Source: Common Sense Media

’

content b?vo'%rg

A number of companies
provide internet filtering
software that monitors and
blocks sites that you don't
want your kids to access. Focus
on the Family partners with

Forcefield and Net Nanny, but

there are other

reports t

tilo\.

Find out more about these

services at Fotf.Forcefield.me

and FocusOnTheFamily.com/
NetNanny.
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findinhidde ApPS

m nowing what apps are on our kids' smartphones can be incredibly
challenging—even when they aren't intentionally hiding them.

Yet many teens take an extra step to shield their online activity from their

parents by hiding specific apps. This can be done in a number of ways and

for a number of reasons.

WHY KIDS MAY BE HIDING APPS

Maybe you've banned Candy Crush from your son’s phone and he’s secretly
reinstalled it. Or perhaps your 12-year-old daughter has decided that,
contrary to your opinion, she is ready for her own Snapchat account. She’s

even installed the app, entered her age as 13 and is sending disappearti
photos and videos via the app. But you have no idea because Snapchat has
been conveniently tucked away into a folder called “Homew

orkes
Here are some signs your children may be hiding apps:
1. Turning the screen off or quickly pivotin sitiou ter

the room

2. Changing passwords, refusing to provi assw

to let you near their smartphone

3. A spike in data usage or mes<@gi tes

at night using &

4. Exhaustion due to sta u

As parents, it's incre® ly @ to know wh
using. That means n o dig into our ¢
the home screen and'dee

pepwithin the devices

these apps an access o

can serve a good purpose, like providing a password lock on sensitive
information, a lot of them are used to hide things from parents. In addition
to needing a password to get into a user’s phone, you then need an
additional password to get into the contents of these apps. Users can put

videos, photos and even messages in these kinds of apps.

Disguised Apps. These are apps with entirely misleading names, designed
to throw off inquiring parents. One of the most common is Secret
Calculator, which despite the mathematical sounding moniker, is actually

used to secretly store videos and photos.

app-ealing talk

Find out what apps are favorites

for your child and his friends. Ask:

1. Which apps do you like to use?

2. How do you use them?

topics to tafk about

Have a hyper-private teen?
Here are some conversation

topics to get things going:

+ A recent study revealed
that just 30 minutes a day
on Instagram has been
shown to contribute to
negative body image in
teens.! Why do you think

this is true?

+ Social media “likes” activate
the brain’s reward circuitry
and give a person a similar
rush to eating chocolate or
winning money.? What does

it feel like to receive likes?

- Twenty-five percent of
teens have experienced a
face-to-face argument or
confrontation as a result
of posts on social media.?

Have you experienced this?
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finding hidden apps

Innocuous Sounding Folders. Kids might title a folder “Games” or “Music”
and hope their parents will gloss right over it. Remember it's critical to

actually look inside your child's smartphone folders.

Removing Apps from Screens. In addition to secret apps, kids can hide
apps from appearing on the screen. On the iPhone, applications can be
hidden by going to Settings > General > Restrictions and selecting which

apps won't show on the screen.

Even if you can't write computer code or control your home’s thermostat

m%cmrolr\or% Xigoovww?

Cvn%‘w?ar tl\is,:
lh a recent %‘l?lw?td,,

that olrxi? ren

er\oge ‘mru\’c% LaVa

from your smartphone, you can follow these step-by-step instructions to get » : L\
4 a : e Wit

the lowdown on your family's phones.

If your child has an iPhone 'tL\GWL SCroen time
Go into Settings/General/Spotlight Search. This shows you a & times ?@%%
apps currently installed on your child’s device. It won't, howe

apps that have been deleted from their phone. In orde * ike \ar to meet

(bottom right), then Purchased (upper left) W you can sge

all apps that are currently installed on your

and past apps from your child’s device, go to t :
a g’tmhge,r

e (with an “Open’

‘tl\ela, met ohgim

sign) or that were previously on their device

download other apps onto their déwice, which won't ap
Forcefield, the Com]& | fofand has an alliance with
Family, allows pare & stalled and del

accounts.

in ‘aergoh.‘*

’Cilo\.

The Forcefield parental control

~

software allows parents to easily
see what apps are on their child’s
phone and lets them remotely
turn off any undesirable apps.
Try it free for 30 days at:
Fotf.Forcefield.me.

by

Vi Tubs: Wkeh, Libin, e

e 17 Y, TH el
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finding NIddeNn apps

If your child has an Android device

Go to the “My Files” folder on their phone and open it. Click on the storage
folder, either “Device Storage” or “SD card.” Tap “More” in the upper right
corner. A prompt will appear, which allows you to check and show hidden
files. This will show you all hidden folders, even the ones that other apps
download on the phone like Facebook.

THE TECH TALK

Think about how many times you reminded your children to look both ways

when crossing the street before they learned to do it on their own. Online

safety is no different. It's not a one-time discussion. Start young and regeat
often. Many experts agree that parents and kids should have a “tech tal
every two weeks. During this time, it's important to openly disc

duri

children are experiencing online. Here are key topics to keep

ce of pr ec;mg their priva

discussions with your kids:

Privacy
It is critical that kids understand the impor

Consistently remind them of the following:

+ Not to give out their phone num

+ Not to talk to strangers online.

need to tell a trusted a
+ Not to give ou‘& S tolanyone, even glose friends
+ Not to downloa &ﬁware on their own
a @ milar to it) when

ings are on highest privacy and

« Nott el or last nam

rea line username.

e sure their social media

why this is critical.

B Some Know|edge
B Know ‘A Lot”
] Know “A Little” Or “Nothing"

Source: Common Sense Media

o?oes, la,our teen l\aw/
a ﬁ nsta aoaount?

Teens often have more than one
Instagram account. One is fed
all of the pretty pictures and
silly hashtags. That's the one
Mom and Dad know about. Then

there's a second ird) profile

known as a Fins ouht (“fake

Instagram’ is private
y a teen’s

Finsta accounts

ere teens post

To find if your child has Finsta
accounts, open the Instagram
app on his iPhone or Android

device. Then:

-« Tap on the profile in the

bottom right corner.

+ Tap on their user name in

the upper left.

+ From the drop-down menu,
you can see how many

Instagram accounts your

child has.
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Transparency
Don't ask, “What happened at school today?” Instead try saying, “What
happened on Instagram/Snapchat today?” Encourage your kids to share

what's happening in their online lives.

Also, be aware of how much time they're spending on their phones.

When kids are involved in an ongoing discussion about their screen time,
schedules are more likely to stick. Come up with reasonable limits. Also,
keep in mind that the amount of screen time can shift dramatically between
weekdays and weekends, as well as during the school year versus summer

or holiday breaks.

any apps on their phones or participating in any online actiyi

family wouldn't approve of.

And if you discover your kids have hidden ap
them by taking away their device. This will
conceal their activity. Let them know that t

that trust can be rebuilt. Talk about options t j t

Finding these secret apps o 's phone may b

a great way to intro*ce t f appropriate smartphotie

to foster an ongoing cehvergationdabout respons nd safe
technology.

NT OF TE
AVIOR FROM PA

of

use

TS

1 »
»

10 20 30 40 50 100

Source: “The Digital Divide” McAfee Study

in the Light

Hiding things is dangerous . ..
and it doesn't work. The Bible
tells us the Lord will bring to light
the things hidden in the darkness
and will disclose the purposes of
the heart (1 Corinthians 4:5). As
you talk with your children about
hidden apps, ask
questions:

ow arephid ings

happens spiritually and

1. H
d rou our souls?

ologically when we try
hide things?

\au’c up a forwﬁeu

A technology monitoring system
such as Forcefield can help you
talk with your children about
apps and their online lives.
Install the software with your
children, and even put it on your
own phone. As our preferred
parental control software, we've
arranged for you to try it free
for 30 days at Fotf.Forcefield.me.
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Cyb@ rb U | lyl N g 3 BY JOANNIE DEBRITO, PH.D., LCSW, LMFT
. CUS ON THE FAMILY DIRECTOR OF PARENTING & YOUTH
. ~ 4
‘ hen I was a child, there was a bully who lived around the block from
| me. Occasionally, he followed me home on his bike. I would pedal
mine faster and faster to escape his barrage of insults. Sometimes he got in A
front of me and slammed on his brakes, laughing as I swerved toward traffic =C oiﬂeﬁ:os
or fell headfirst over my handlebars. HAVE BEEN
CYBERBULLIED

20 AT LEAST
When I arrived at my driveway, [ ran as fast as [ could into the house and ONCE.
locked the door behind me. My older brother was usually there. He gave me
a hug and assured me that [ was safe. | knew he could handle that bully if he 10 12%
ever tried to hurt me at home. o

B YLLYING
OTHERS.

Kids today cannot escape bullying as easily. Cyberbullying—bullying o o
the internet or through smartphones—happens 24/7. Kids can try tg ign e Iling Research enter
the bullying by turning off their phones or blocking users. But eye
cut off what they can see, they know the hurtful messages re
all to view. And if a cyberbully can convince other social
in, the pressure to respond or read the taunts increas ) 2
My childhood experience with a bully usua o people: \
me and the bully. Now, with just one post togocial media, a bully can insp
many others to join in with the mocking. The to . ‘F b W a
be prepared to respond quickly to cyb€bullying. %lg’y\% 0 W Ld’lhg

Being harassed by peers can
BE PREPARED lead kids to experience a
Before cyberbullying occ significant decrease in self-
family will respond & esteem and feel isolated from

friends and family. Bullying can

+ Talk about the te bullying or also affect kids" health, changing

cyberbull

oT TUl

ontrol, intimidate their eating and sleeping
patterns. All of these may be
signs of depression. Parents
may not recognize some of
these symptoms unless the
child speaks about it. Sadly,
depression can lead children
to cope with their feelings
example: (text placed below a compromising photo) by injuring themselves in an
‘Becca is ¢¢ girl she pretends to be.” attempt to externalize their

. I . emotional pain.
Ask these questions to engage your kids in a conversation

about bullying:
1. Why do you think some kids bully other kids?
2. What should you do if someone tries to bully you?

3. Have you ever been bullied in person or online? How did it

happen and how did it make you feel?
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+ Let your child know you will be available to talk about any messages or

posts that may communicate a bullying message. WL\@V\ LIXS« igo?afta
+ Partner with your children to learn more about the social media tk@mg@yvag Wk\?@
platforms they visit. (See: “Social Media" section.) Train them to be p? i y 2 X
healthy consumers of digital content. @y\ga,g@ Ih $oclay media,
+ Be on the alert for comments from your kids that may indicate that they 'tl\@\a, 0? 0 hot kd«V@ JCL\@

are bullying others. It is natural for parents to say, “My son wouldn't do b&h@‘ﬁt D_F L\w,r'mg

that.” However, all kids make mistakes. Sometimes they do things that

surprise us. If you notice a child's tendency toward harsh comments, ask: 1CYD|M an ow? D CAn
1. “What were you hoping to accomplish by posting this messag inter \ a,g@g
image?”

theg o within

2. “"How would you feel if someone posted somethingjs

about you?” AN, Imore rm(i%’cio

¢

Explain that kind words are even more impo i ¢ F@Y%F@Vtiva-
body language aren't part of most digital communicatign. i

the child to apologize to the person bullied an ifig internet privileges.
our child’s online hfe,& vi

m?a to YiVa \0\6,
Read this verse with your

children:

“As you wish that others would
do to you, do so to them.”
—Luke 6:31

Then ask:

How can you apply this verse to

. your online activity?
[ele;
+ Do the messages and images

Source: Cyberbullying Research Center I pOSt encourage e uplift'?

« Would | want to be on the

ANXIETY AND DEPRESSION receiving end of my image

Anxiety and depression may have biological roots. But excessive technology and message posts?

use can exacerbate your child’s symptoms. As you parent with wise

o ) « If | make a critical post, am
boundaries in the use of technology in your home, here are some other ways P

to help children proactively manage their struggles with depression and | cengreniitng em iz fel2s o

i ?
anxiety: making a crack at the person®
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l/ cyberbullying

+ Encourage your children to stay hydrated and engage in regular
exercise. Eating healthy foods and getting plenty of uninterrupted sleep If you are deallng
are also important aspects of good self-care. These activities are known With a depressed

to reduce stress and boost natural antidepressant and antianxiety agents

)
in the body. When kids are strong and healthy, they are less likely to teen, you don t
succumb to physical illnesses and emotional fatigue. need to Struggle
+  Talk with your children about how life events can contribute to sadness on your own.

or anxiety. Be open about your own personal struggles. Ask if they've
ever had similar feelings. Those who are depressed or anxious often want
to talk to someone but don't know how to bring up the subject. Invite

your kids to share ideas on how you, as the parent, can be supporti

during times when theyre depressed or anxious. It may be diffi o
hear what kids say about their feelings and ideas for coping is L4
. . o 85 1-HELP
information allows you to know how you can help. Additi€ ng
r a.m. to 8 p.m.

willing to discuss difficult topics deepens a child’s tr

ntain time) to find the

resources you need.

Cyberbullied Vic - ¥ | "_e"e“ suicide.

“For we are his workmanship,
created in Christ Jesus for
good works, which God
prepared beforehand, that we
should walk in them.”

—Ephesians 2:10

TOP SITES FOR CYBERBULLYING

MORE TEENS EXPERIENCE CYBERBULLYING

ON INSTAGRAM THAN ANY OTHER SOCIAL

MEDIA PLATFORM. FACEBOOK AND

SNAPCHAT RANK SECOND AND THIRD. INSTAGRAM FACEBOOK SNAPCHAT

42% 37% 32%

Source: Ditch the Label, The Annual Bully Survey 2017
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cyberbullying

HEALTHY PRACTICES

To help encourage a healthy perspective on technology, parents can do the T@@V\S« WL\O 9]”@“? movre
following:

’cl\am ’clr\me, L\ourg

« Cellphones. Carefully consider whether your kids are mature
enough to manage a cellphone responsibly. Then monitor their usage F@Y Xma, on vaiﬂg

regularly.
sy M‘tWorLg are |10 Feroah‘l?

+  Computers. Use a family computer placed in a common area until ? |4 V b
kids are mature enough for their own device. Locate computers in roEe &
a place where the screen can be seen by everyone, rather than in Z b@Y

their bedrooms.
urce: GuardChild.com

+ Time limits. Set time limits for computer and cellphone use

cellphones to be left from bedtime u \

Teens should not keep their cellpho
bedrooms at night.

spend less time tethered

App and social medf® pla a

forcefield

Help your kids make wise

the lines of communica ) misused, they

create isolation, disto and draw too

rea

choices when they're browsing
the internet. Consider
purchasing a technology
monitoring system such as our
preferred parental control
software, Forcefield. Install the
software with your children,
teaching them that you'll be
using the monitoring tool to
ensure their safety, not as a
means to catch them doing

something wrong. Try Forcefield

64% @ 36% W DTSIE e A ey Tl

more at Fotf.Forcefield.me.
W Does affect

Source: Cyberbullying Research Center
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CHECK OUT THESE RESOURCES AT

SCREENS AND TEENS
BUNDLE $13.99

SCREF S
AND ===
TEENS

ATHT KECA. P

the Family bundle includes
Screens and Teens:
Connecting with Our Kids
in a Wireless World by Dr.
Kathy Koch. Her research
and experience come
together for an inspiring
book that's sure to help you expose the lies of
technology and grow closer with your kids.
AND a download of the Focus on the Family®

Broadcast, “Managing Technology'’s Impact on

Your Kids” featuring Dr. Koch.
CLICK HERE TO ORDER

GROWING UP SOCIAL
BUNDLE $15.99

This exclusive Focus on
the Family bundle incld
Growing Up Socia

E""“““‘u”ﬁl

&&

RelationahKids i

Broadcast,

riven World”

and Your Re atlonshtps by
Dr. Archibald D. Hart.
AND a download of the Focus
on the Family® Broadcast

“Protecting Your Family from the Digital Invasion”

Driven Worl ary
oa he Focus

featuring Dr. Hart.
CLICK HERE TO ORDER

GET THESE OTHER
FOCUS ON THE FAMILY BROADCASTS

+ “Understanding Your Teen's Behavior”

idgl Games”

al-World Consequences”

% r Ways Parents Can Protect Their Kids from Sexting”
Jim Daly

- “Another App You're Not Supposed to Know About”
by Bob Hoose

If your family is facing any of the issues discussed in this
resource, please feel free to contact Focus on the Family's
Counseling Department. One of our caring Christian
therapists is available to discuss your family's situation with
you. We can also provide you with a list of referrals to mental

health professionals practicing in your area.

855-771-HELP (4357)
Monday — Friday
6 am. to 8 p.m. (MT)
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http://www.focusonthefamily.com/parenting/kids-and-technology/family-me-dia-commitment

http://www.focusonthefamily.com/parenting/kids-and-technology/cellphones-and-your-kids/when-should-your-child-get-a-cellphone
http://www.focusonthefamily.com/parenting/kids-and-technology/friending-or-friendship-kids-and-social-networking
http://www.focusonthefamily.com/family-q-and-a/parenting/limiting-kids-use-of-video-games
http://www.focusonthefamily.com/parenting/teens/teens-and-technology/virtual-choices-real-world-consequences
http://www.focusonthefamily.com/parenting/kids-and-technology/cyber-bullying
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http://FocusOnTheFamily.com/techguide

SOUrces

THE BRAIN AND TECHNOLOGY

1 “Kids and Tech: The Evolution of Today's Digital Natives,” Influence
Central's 2016 Digital Trends Study.

2 Laurel J. Felt, Ph.D and Michael B. Robb, Ph.D, “Technology Addiction:
Concern, Controversy, and Finding Balance,” Common Sense Media, May
2016.

3 Amanda Lenhart, “Teens, Technology and Friendships,” Pew Research
Center, August 6, 2015.

4 Lauren E. Sherman, Ashley A. Payton, Leanna M. Hernandez, Patricia
M. Greenfield, Mirella Dapretto, “The Power of the Like in Adolescence”
Psychological Science, May 31, 2016.

5 Graham C.L. Davey, Ph.D, “Social Media, Loneliness, and Anxiety
in Young People,” Psychology Today, December 15, 2016; and Igor
Pantic, M.D,, Ph.D,, “Online Social Networking and Mental Health,”
Cyberpsychology, Behavior and Social Networking, October 1, 2014.

6 Dr. Sue K. Adams and Tiffani S. Kisler, “Sleep Quality as a Mediator
Between Technology-Related Sleep Quality, Depression and Anxiety,”
Cyberpsychology, Behavior and Social Networking, January 2013; and
Christina J. Calamaro, Thornton B.A. Mason and Sarah J. Ratcliff,
“Adolescents Living the 24/7 Lifestyle: Effects of Caffeine and T¢
on Sleep Duration and Daytime Functioning,” Pediatrics, June

7 Dr. Aocife McLoughlin, “Wired Society Speeds Up Brains . . . and
James Cook University, November 19, 2015.

8 Marco lacoboni, “Imitation, Empathy, and Mirror s nnual

Review of Psychology, 2009.

VIDEO GAMES AND YO 1D

1 Entertainment Software Associa& ‘E al Faets About the Co
and Video Game Industry.” \D
2 Daniel Rapaport, “What to ectfom t ooming esports in
17.

2017, Sports [llustrated, Febr

uter

Children,” Forbes, Augus

7 “Media Violence,” AAP Nev
Volume 108, Issue 5.

SOCIAL MEDIA

1 Claire McCarthy, “Teen drug use is down: Better Parenting, or more
smartphones?” Harvard Health Publishing, Harvard Medical School,
March 21, 2017.

2 Amanda Lenhart, Mary Madden, Aaron Smith, Kristen Purcell, Kathryn
Zickuhr and Lee Rainie, “The Role of Parents in Digital Safekeeping and
Advice-Giving,” Pew Research Center, November 9, 2011.

3 “Reach of leading social media and networking sites used by teenagers
and young adults in the United States as of February 2017,” statista.com,
March 2017.

4 Christine Elgersma, “17 Apps and Websites Kids Are H
Facebook,” Co

8 Matthew Bryan B
Should Know Abodt, “@ihe C

FIND#NG

1 ne

cial Networking Sites Every Christian
jan Post, November 8, 2011.

APPS

ouly, e K. Willburger, Lenny R Vartanian, “Instagram
omen’s body image concerns and self-objectification:
al pathways,” New Media & Society, February 1, 2017.

field, Mirella Dapretto, “The Power of the Like in Adolescence:
of Peer Influence on Neural and Behavioral Responses to Social
Media,” Psychological Science, July 27, 2016.

3 Amanda Lenhart, Mary Madden, Aaron Smith, Kristen Purcell, Kathryn
Zickuhr and Lee Raine, “Teens, kindness and cruelty on social network
sites,” Pew Research Center, November 9, 2011.

4 Children’s Advocate John Walsh, the National Center for Missing &
Exploited Children and Cox Communications Announce Results of Teen
Internet Survey.

CYBERBULLYING

1 David D. Luxton, Ph.D,, Jennifer D. June, BA and Jonathan M. Fairly,
BS, “Social Media and Suicide: A Public Health Perspective,” American
Journal of Public Health, May, 2012.

All Scripture quotations are from the Holy Bible, English Standard Version® (ESV®). Copyright ©2001 by Crossway, a publishing ministry of

Good News Publishers. All rights reserved.

© 2018 FOCUS ON THE FAMILY @





